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Specification

|, Henry Viet Pham have invented a new design for a
‘New Way to Protect WiFi Network from Hackers’ as
set forth in the following specification:

Figure-1 is a ‘WiFi[+]Secured - Use Case Diagram’ of
a WiFi[+]Secured protocol showing my new design;

Figure-2 is a ‘WiFi[+]Secured — Temporary User Test
Case 1 Diagram’ thereof;

Figure-3 is a ‘WiFi[+]Secured — Temporary User Test
Case 2 Diagram’ thereof;

Figure-4 is a ‘WiFi[+]Secured — Owner Test Case 1&2
Diagram’ thereof; and

Figure-5 is a “WiFi[+]Secured — Owner Test Case 1&3
Diagram’ thereof;

| claim: The ornamental design for a ‘New Way to
Protect WIiFi Network from Hackers’ as shown.
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New Way to protect WiFi Network
Irom Hackers

There are many different ways to hack into the current WiFj
Network. And the current WiFi routers are difficult to setup for
non-Network experience people. The current WiFi routers are
default with visible WiFi name (SSID), and this will attract the
hackers 1o hack into the WiF; router to have Network access.

| introduce the new way 1o protect the WiFi Network

iFi+ completely from the hackers with the new WiFi
router Press-an d-Scan-to-Access. This new WiFi router Press-
and-Scan-to-Access  will provide the owners and users an
invisible WiFi SSID and the WiFi Password without the user
mputs.

The WiFi router should have a random WiFi SSID und a
random Password label along with a wallet-card for factorv-
and owner-key label that come with the WiFi router package. The
WiFi SSID, WiFi Password, tactory-key and owner-key should
be in scan-able-code, barcode, QR-code or G-CODE labels. The
Authentication Owner key contains WiFi SSID, WiFi
Password, and the owner-key. The Authentication User key
contains oply WiFi SSID and WiFi Password. The “Press-and-
Scan” button will allow the users to scan the G-CODE labels to
have the Network access. To scan the WiFi SSID and the WiF;

Password from the label, the users need to press and hold the
~Press-and-Scan” button while ing the . However, for

the owners accessing procedure, the device OS or WiFi
application will ask to scan the owner-key to have a persistent
owners WiFi Network access. For appliances and small devices




New Way to protect WiFi Network
[rom Hackers

Or security cameras using WiFi Network, the devices’ providers
can have an application to assign WiFi Network access to the
devices and must follow the same WiFi+Secured protocol,

The whole idea of this new WiFi Network protection here is
to have a button pressed while scanning the WiFi SSID and the
Password to have access to prevent unwanted users from outside
of the house or business accessing the WiFi Network. This idea
also applies to the WiFi Extenders. The “Press-and-Scan” button
should be close to the WiFi SSID and Password label. For more
extensible Network like business, a separate wireless device has
4 "Press-and-Scan” button and an Authentication keys |abel
provided to replace the routers with “Press-and-Scan” buiton and
the labels that are hidden from the users. The device OS or WiFi
application should only show the desired name but not the WiFi
SSID even this s a random SSID.

With the above idea, the users must be nexi o _the WiFi
fouter (0 have WiFi Network ac =cess. After the owners pressed the
“Press-and-Scan” button and scan the Authentication User key
label on the router with successfully Network access, the WiFi
application will ask the owners (o scan the owner-key, After the
WiFi application scanned the owner-key, the device OS or WiFi
application will confirm this owner-key with the outer. If owner
key is successfully confi rmed, the accessed devices will have the

stent Network . If the users do not have the owner-
key or scan an invalid owner-key, the users will have a
Networ but this Network access will be clear

2112



New Way o protect WiFi Network
Irom Hackers

or removed by the router after three hours of inactive. When the
device OS or WiFi application of the OWners try to access after
they have completely went through the owner authentication
procedure, the owners’ device OS or WiFi application must send
to the router the Authentication Owner key to ask for the router
permission to have access, If the router received the owner-key is
not valid, then the router will reject the access.

In r ollowin and functions that are
required a new router must have to comply with the new
iFi+Sec ol:

“* The new router package should have a wallet-card with
factory-key and owner-key label, and a random WiF} SSID
and random WiFi Password label,

“The new router should have g “Reset Owner Key” button,
When the router is reset to factory key, the factory-key become
the default owner-key.

** The new router should have a “Press and Scan” button. This
button will allow the users to scan the G-CODE labels for the
Authentication keys to have the Network access. The
Authentication Qwner key contains WiFi SSID. WiF;
Password, and the owner-key. The Authentication User key
contains only WiFi SSID and WiFi Password. The owner-key

and factory-key will be on a wallet-card for the owner ACCess

only.

3|12y ..



New Way fo protect WiFi Network
[rom Hackers |

% The owners have the rights rogram their own owner-key,
WiFi SSID and WiFi Password. When setting up the WiFi
Network, the owners will be asked to have their owner-key, and
the Authentication User key to be programmed to their router.
After the Network is completely setup and running, the owners
Can reprogram their own Authentication keys every six months
or s0 for their own security purposes. This feature can be
provided through the router application or an application tha
can program all the routers at once, The owners can print and
use their own G-CODE labels for the Authentication keys and
stick them to the router or at a Press-and-Scan-io-Access point.

% The router application should provide a feature for the owners
10 remove an accessed device from the accessed devices list.
This feature prevents the previous owners or unwanted users
accessing to the WiFi Network.

% The new router should always check and validate the owner-

key for the accessing devices, then reject and remove the
devices that have incorrect or old owner-key.

% The new router should always check and remove the accessed
devices from the temporary accessible list for the devices that
have been inactive for three hours or more, The temporary

accessed devices are the devices in the temporary Network
access that are allowed access but without the owner-key.

4|12



New Way to protect WiFi Network
from Hackers

** When cycle power the router, the router should always remove
and clear all the lemporary accessed devices. But the owner

accessed devices in the persistent Network access are always

allowed to access when power is back on.

he fi in i ns or edure that are
d the i WiFi applicati support

the new router to comply with the new ﬂiﬂﬁu@

% Provide the users with a default Network name with a random
number like “TempNetwork<random#>". and allow the users
o rename it to their desired Network name. This desired
Network name will be shown on the WiFi list instead of the
current way showing the WiFi SSID,

% Then the WiFi application will ask the users to press the "Press-
and-Scan" button to scan the WiFi SSID and WiFi Password,
The device will have WiFi Network access at this point with

the Authentication User access not the Authentication Owner
access yol.

Sl



New Way to protect WiF Network
irom Hackers

Owner step, this is the owner-access-procedure and optional
for the lemporary users. The WiFi application will ask the users
to scan the owner-key with an option owner access. The WiFi
application will confirm this owner-key with the router, If
successtully confirmed, the device OS or WiFi application will
have a full Authentication Owner key with three parameters
(WiFi SSID, WiFi Password and the owner-key). The idea of
having Owner Key and must be following Press-and-Scan (o
g€l access is o prevent se of stolen Owner

iFi access - If the users do not have
the owner-key or scan an invalid owner-key, the users will have

-

the temporary Network access with Authentication User key

with two parameters (WiFi SSID and WiF; Password) but the

Network access will be clear or removed by the router afier
three hours of inactive,

6|12



New Way to proiect WIFi Network
irom Hackers
Wit +Secured - e Case ingram

Rowter

7]12/



New Way to proiect WiFi Network
from Hackers
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New Way to protect WIFi Network
irom Hackers
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New Way fo profect WiFi Network
from Hackers

With this new idea, the Family-Client-Network and
Business-Client-Network are  worry-free from the hackers
gaining access into their WiFi Networks. WiFi+Secured for
Family-Client-Network are hidden from the neighbors and
unwanted users. WiFi+Secured for Business-Client-Network are
more secured and only allow access to the customers when they
are in the business like Starbucks, Coffee stores, Restaurants, and
small customer service businesses. This new WiFi+Secured
Network protection will be even more secured for large business
Or corporates if they are sharing offices in the same building.

A standard trademark below is for new routers with this new
secured protocol (o help customers and users identify the new
WiFi+Secured protocol should have the Trademark and WiFi-
Access-Label like below. The trademark and the WiFi-Access-
Label should be printed right below the “Press-and-Scan” button,
The WiFi security option should always be set to the highest
security option “WPA2" or higher,

Notice: The QR code below is just a sample code label, and can
could be replaced by other code labels like Barcode or G-CODE

12 |12
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NEw Way to protect WIFl Network from Hackers
(WIFi [+] Secured) - Claim

I, Henry Viet Pham as a sole inventor with the USPTO customer
number 183405, claim the inventor-ship for the invention with the
title, “New Way to protect WiFi Network from Hackers” with the US
Application Number 29/788,607 which was first submitted online on
07/01/2021 with 7 pages document, and then resubmitted by paper
with some updates of 5 (five) more diagrams with total of 12 pages
long as requested by USPTO on 08/07/2021. Also, the live video proof
of identification process via ID.me was conducted on 03/22/2022:
which was proved of My personal identity with live conference and
proof of Passport and Photo ID.

This invention was created for the purpose of prevent hacking to be
described below for the ornamenting purpose of this invention. The
current Wireless devices providers or routers broadcast SsID
everywhere; especially when sharing the same work building or
offices, and anyone can able to try to gain WiFi access from remotely,
Any smart devices like smart cameras or camera systems, the users
have to provide SsiD and WiFi pass code to the mabile applications or

through a web application via setup Procedure. These provide a high
hacking potential, and the hackers can able to gain access from

remotely. There is no way to prevent with the current procedure of
Providing or access WiFi network for current smart devices. These
problems lead to this invention to prevent hacking to WiFi networks
from remotely is required the users have to be physically next to the
router to have WiFi access, Physically right next to the router with
'Press-and-Scan—ta—Access’ is the only way to prevent un-authorized
remote accesses for WiFi networks of any access points,

1|3
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New Way io protect WIFi Network from Hackers
(WIFI [+] Secured) - Claim

In this claim, I, Henry V. Pham provide the original invention
document, the Electronic Acknowledgement Receipt (online
submission on 07/01/2021) and the paper Acknowledgement Receipt
(paper resubmission on 08/07/2021) along with my personal Passport
and Pheto ID as a proof for patent of this invention. The followings are
the items which attached in this package.

1) Original Invention Document, title “New Way to protect WiFi
Network from Hackers” -- (12 pages).

2) Electronic Acknowledgement Receipt 4 b submission) -- (2 pages).

3) Paper Acknowledgement Receipt (resubmission) -- (3 pages).

4) The specification of invention, title “New Way to protect WiFi
Network from Hackers”-- (10 pages).

5) Personal Identification; copy of Passport and Photo ID - (on page
3 of this claim).

s —
% fWI =y

U235

Signature: \‘Lb‘—“\hlﬂ AL
e Q| Jos/\2

Inventor name; Henry Viet Pham
Home Address: 805 S. Hilda Street, Anaheim CA 92806

Email Address: HenryVPham@®Gmail.com
Phone Number: 714-686-0927

2|3
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New Way to protect WiFi Network from Hackers
(WIFl [+] Secured) - Specification

I, Henry Viet Pham invented the WiFi secured protocol for
router with the invention title, “New Way to protect WiFi Network
from Hackers”; shorten name in Trademarik application shown as
‘WiFi[+]Secured’ with the Trademark serial number ‘90795366’. This
invention was intended to protect the WiFi network with simple
sequence protocol ”Press-and-&can~tu~Access’; this requires the
routers to implement a button for users to press ang scan a WiFi
Keys (SSID & Security Key) label to get access.

All wireless devices providing internet access like Wireless
Routers, Wireless Access Points, and WiFi Extenders are required to
have this protocol implemented to protect WIiFi network. The
‘WiFi[+]Secured’ trademark symbol was designed to adhesive as a
sign-symbol on the routers or access points to show the users the
routers or access points are implemented with this protocol. The
routers are required to have 'Press-and-Scan-tn—Access’ button,
‘Reset Keys’ button, and the ‘WiFi[+]Secured’ label; along with a
wallet card for random factory key (part of the key could be router
info and serial number) and a random owner key.

The followings 5 diagrams shows below are the original
diagrams from the invention document, The original document was
submitted on 07/01/2021 with 7 pages, and then later resubmitted
with 5 diagrams with total of 12 pages with additional author name
and date at footer of each page for document’s author and date
identification. These diagrams will show the regular procedure use
cases, and provide test cases to identify and confirm the routers,
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Wireless access points or wireless access provider devices have this
protocol implement correctly.

The Diagram-1 below shows the use case for both temporary
(guest) users and owner users. When users press and hold ‘Press-
and-Scan-to-Access’ button while scanning the WiFi SSID-Key label, if
the SSID-Key is scanned successfully, the routers will allow the users
to have WiFi access as a temporary access. This process requires the
users have to be physically next to the routers; and router SSID
should be invisible; no needs to broadcasting SSID like currently.
Next step, the WiFi application will ask for owner key which can be a
wallet key for easy secure storage, if the users have owner key and
can be scanned in Successfully, then the users will have persistent
WiFi access. Persistent access will allow the users to have access
when the routers have power cycles or after reboots, However, this
step requires the phones, tablets, computers or smart devices that
need WiFi access to have a function to 0 itional scanni
for owner key. If the users don’t have owner key, they only have

guest or temporary access. These temporary access devices will be
hold for maximum of 3 houre of inactive, and then the routers will

remove the temporary access devices from the access list. This
inactive timeout can be configured from 1 (one) hour to 3 (three)
hours depends on customer requirements. With guest or temporary
access, if the temporary access devices are inactive for the defined
timeout or the routers have been rebooted, then these devices are
required to press and scan SSID-Key label again to have access. The

routers are required to have an application for the users to
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reprogram new SSIp and Keys from new labels, and to view and

manage the routers. The ssip and Keys are randomized or defined

by users which will be the keys code in dot matrix labels; the labels
can be the GCODE labels.

The Diagram-2 below shows the test case when temporary
devices already have WIFi access, then the router is powered cycle

to confirm the temporary devices are removed from the router's
access list and the devices are o lenger have WiFi access. The
diagram shows the sequence with a new (no WiFi access) device
which goes through a process to get temporary access, then cycle
Power the router. This test expects the device will no longer have
WIFi access after the Power cycle of the router.

The Diagram-3 below shows the test case when temporary
devices already have WiFi access, then the devices go offline
(powered OFF) to confirm the temporary devices are removed from

through a process to 8el temporary access, then power OFF the
device. This test expects the device will no longer have WIFi access

when turning back ON after the device powered OFf longer than the
inactive timeout,

The Diagram-4 below shows the test case when the owner
devices already have owner WiFi access, then the router is powered

cycle to confirm the owner devices are still having WIFi access; then
the router is reprogrammed with new owner key and expected the
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device will no longer have WIFi access. The diagram shows the
sequence with a new (no WiFi access) device which goes through a
process to get owner access, then goes through 2 owner test cases;

test with router power cycle, and test with router reprogrammed
with new owner key.

The Diagram-5 below shows the test case when the owner
devices already have owner WiFi access, then the router is powered
cycle to confirm the owner devices are still having WiFi access; then
the router is reset the owner key or all keys and expected the device
will no longer have WiFi access. The diagram shows the sequence
with a new (no WiFi access) device which goes through a process to
get owner access, then goes through 2 owner test cases; test with

router power cycle, and test with router reset the keys with new
owner key.

The last page shows the ‘WiFi[+]Secured’ trademark symbol and the
sample matrix labels one in QR code label as shown in the original invention
document, and a GCODE |abel which contains the SSID and Security Key of
the router, The combination SSID and Security Key in one label can be in pair
key format separators like below; and thic format i provided by G-CODE

Utility, a java application which can be downloaded from my website
Www, reator.com

These three sample combo-keys labels are shown in GCODE Labels on
the last page for references,

[SSID!MDSHKED??!ADH.IJ!H!!Elﬂﬂ]:[iﬂﬂﬂlﬂlﬂiﬁﬂhﬂhnﬂﬂhﬂh I
IHIDEDS“IGDHIADFADFH 123613413):(SKEY143da523A Dﬂiﬂlﬂ?ﬂ?ﬂﬁlm!l]
ﬂSSIDMSEIIH'ED?TIADFADFS:I.I!EHI-Hh:cimldidlﬁﬂﬁﬂhidﬁu?mmlllI:-
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The below images are the WiFi[+]Secured trademark symbol
and 3 sample of GCODE labels plus the original QR code label as
shown in the original invention document,
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